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Abstract

The paper considers a way to increase the stability of the NTRU Encrypt algorithm by replacing
the uniform distribution with a normal one when generating encryption keys to increase the
stability of transformations. The use of fast Fourier sampling to reduce the number of operations

when performing encryption is justified.
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1. Introduction

With the constant process of improving
guantum computers, which leads to increase in the
number of qubits, the classic encryption
algorithms can be rapidly hacked. [1] Given this,
there is a necessity of developing and further
improving of the algorithms, which are able to
counteract cryptanalysis in the post-quantum
period. The question of defining and
substantiating the size of their parameters and
conditions of application for solving various
applied problems remains relevant. With the
practical application of the algorithms, there are
problems associated with end-to-end encryption,
such as encrypting messages between the UAV
and the ground workstation. In solving the tasks,
it is necessary to use fast algorithms that can work
effectively in the post-quantum period. Finding
new solutions to protect information in the post-
guantum period and improving existing
algorithms by increasing their cryptographic
stability is a task that is relevant today.

Algorithms that use transformations on
algebraic lattices, the stability of which is based
on solving NP-complexity problems, have
become an alternative to classical algorithms in
fields and rings.

NP-complexity  problems include the
following tasks: finding the shortest lattice vector
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(SVP - Shortest Vector Problem) or finding the
(approximately) shortest independent vectors
(SIVP — Shortest Independent Vectors Problem)
[2]. The essence of these problems is to find in a
given basis of the algebraic lattice of a nonzero
vector that close to a certain normal.

The aim of this article is developing tools of
increasing the stability of the algorithm on
algebraic lattices, the NTRU algorithm exactly,
without effect on its performance

2. Algebraic lattices and fast Fourier
transform.

Algebraic lattices have become a convenient
tool for cryptographic transformations in modern
conditions. An algebraic lattice of dimension m
means a set of all possible combinations of
linearly independent vectors from a space of
dimension n with integer coefficients. [3].

The basis of a lattice by, b, _ by, is a set of
linearly independent vectors that generates the
specified lattice. Coordinates of basis vectors are
b; = {x11,X12,... Xy} i = 1,n.

The lattice can be associated with a matrix
which rows are the coordinates of the basis
vectors that form it. It is well known that any
lattice can be defined by several bases and build a
matrix of transition from one basis to another.
This property allows to implement stable



algorithms on algebraic lattices by constructing a
basis that consisting of the shortest vectors. Using
polynomials of degree n, it is possible to specify a
basic vector of dimension n, the coordinates of
which are equal to the coefficients of the
polynomial. These properties allow to apply the
fast Fourier transform to represent the basis
vectors and build cryptographic transformations
with their help. According to [4], the fast Fourier
transform can be applied when developing an
algorithm on algebraic lattices in a ring of a class
of surpluses modulo some number g. In addition,
the fast Fourier transform can be represented in
matrix form, which allows in the field of surpluses
modulo g to move from the values of the
polynomial from the original roots from one to its
coefficients according to formula 1.

Yo
Y1
Yn-1
(1)
1 Wy, WTl a1

L w00 | \@noy
n
where y; is the value of the polynomial from the

degrees of the original root of unity, w} is the
value of the original root of unity degree i, a; are
polynomial coefficients that determine the
coordinates of the basis vectors.

For any prime number q in the field of surpluses
modulo q there is a root g of degree (q — 1)of
unity, which satisfies the following formula:

q—1=m2k, (2)

where g™ is the root of degree of unity. Formula
2 allows the application of fast Fourier transform
algorithms for polynomials of degree . It can be
shown that for any natural number k such a prime
number q exists. This follows from Dirichlet's
theorem on prime numbers [5]. To apply
Dirichlet's theorem for cryptographic
transformations on lattices, the number g and the
degree of the polynomial on which the
transformations are performed must correspond to
the formula 2. Using the inverse Fourier
transform, it is possible to determine the
coordinates of the basis vectors with the formula:
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where n is the number of basis vectors, k is the

degree of the original element, @ is the value of
the original root of unity, y; is the value of the

polynomial from the degrees of the original root
of unity.

This mathematical apparatus allows with
performing transformations on algebraic lattices
to reduce the number of operations due to the

properties of the original roots of unity,

such as w? = w = 1. In addition, w; - w) =

with = yUtkimedn o4 it is enough to use the
conditionw*1 = w;1 to find the inverse
element then.

With the help of fast Fourier transform it is
possible to solve a problem which consists in
search from a numerical matrix of the big size of
extraction of the small size block with the
specified properties.

Under the block means the submatrix of the
initial matrix. The idea of this algorithm, based on
the fast Fourier transform, is to find some pattern
D0s D1y ven er Pm—1 iNarange ty, tq, ..., t,—q1, Where
p;, t; are some numbers. It is well known that the
subrange enters from the i-th position, if p; =
ti+j,J = 0,1,2,..,m— 1. Entry of the subrange
of the i-th position is equivalent to the fulfillment
of the condition:

m-—1
B; = Z (pj - ti+j)2 = 0. (4)
j=0

Calculating the array B; allows to determine all
entries of subranges into the range. This property
is used to construct one-sided functions with a
trapdoors, which are used in cryptographic
transformations on algebraic lattices [6].

The algorithm for calculating B; according to
[6] is to perform the following steps:

1. Polynomial calculations are performed
C(x) = T(x)P(x), where T(x) =t,_;x" 1+
et tix +tg, P(x)=pox™t+ -+ p,_, the
coefficient of the specified polynomial at x™~ 1+
is equal t0 cp_14i =Poti ¥ Prtigr + -+
Pm-1tm-1 = Ljto Djtj+i

2. Calculations of §=YT'p? are
performed and this addend is present in every B;;

3. Calculations — H = YT e? are
performed,

4. Calculations of the recurrent formula:
By =S —2cpm_1 +H, B, =S—2cp, +

;'nz_()1 tj2+1 =By — 2tm_1 — 20 — t§ + L5,

B; = Bi_1 + 2(Cm—z+4i + Cmo140) — t{q —
tZ_,.; are performed.

This algorithm allows to determine vectors
with certain properties, such as to find the shortest
lattice vector.



3. NTRU algorithm

NTRU Encrypt algorithm [7] today is one
of the most researched and widespread
algorithms. The asymmetric cryptosystem which
built on its basis is based on transformations on
algebraic lattices. NTRU is a probabilistic stable
system, i.e. a random element is used to encrypt
messages. Under this condition, each message has
a lot of ciphertext. The stability of the
cryptosystem NTRU Encrypt [7] was determined
experimentally and is based on the fact of the
difficulty of finding the shortest vector of the
algebraic lattice [2]. The advantage of this system
is the fact that encryption and decryption of the
message and key generation process is quick and
easy for implementing. NTRU Algebraic Lattice
Algorithm is an attractive algorithm for
encrypting data in the communication channel
between the UAV and the ground workstation.
The advantage of the algorithm on the one hand is
the ability to perform asymmetric encryption, and
on the other to provide fast software
implementation. The complexity of the algorithm
can be reduced by applying a fast Fourier
transform [4] from O(n?) to O(nlogn). The
NTRU Encrypt algorithm depends on parameters
that are integers and can be represented in
polynomial form. In order for the parameters not
to contribute to the occurrence of random errors
during decryption, it is necessary to include
control bits in each message block.

The following parameters are used to
build a mathematical model of the algorithm:

e N — the dimension of the ring of
polynomials which used in encrypting messages;

e p — a natural number involved in
encrypting and decrypting of the message;

e ( — a natural number that participates in
encrypting, decrypting of the message and
determining the public key;

e k — the key security on which resistance
to attacks depends;

e d; (i=1,2) — distributions of polynomial
coefficients used in the formation of the public
and secret keys.

When generating keys, consider a ring of
truncated polynomials R = Z[x]/(x¥ — 1). Each
element of the ring can be represented in
polynomial form f = Y- f.x5 or in vector form
(fi, f25 > fv=1)- All coefficients of a polynomial
are integers. To reduce the complexity of
calculating the operation of multiplication of

polynomials in a ring of truncated polynomials is
possible by applying the operation of
"convolution” according to the following rule: let
it be necessary to multiply 2 polynomials f =

N fexS and g =YNtgxSin a ring of
truncated polynomials R = Z[x]/(xN —1). The
result of multiplication h = f®g is a polynomial
of the form: h = ¥ ¥} h xS, which coefficients
are calculated by the formula:

hs = lezofigs—i +Zliv=_sil fign+s—i-

This formula allows to reduce the
computational  complexity of  multiplying
polynomials in R = Z[x]/(x"¥ — 1) due to the
lack of a summation of mod(x" —1) terms
which degree are greater than N.

The parameters p and q do not have to be prime
numbers, but they must satisfy the conditions:
HC/T (p, q) = 1 and parameter p should be much
smaller than g. Using the values of the parameters
p and g, two polynomials f and g are randomly
selected. A polynomial f belongs to a ring of
truncated polynomials R = Z[x]/(xN — 1) with
the distribution of coefficients with the parameter
di. This means that the polynomial f contains d:
coefficients equal to 1, d; -1 coefficients equal to
-1 and all other coefficients equal to 0. This
distribution of coefficients is due to the presence
of an inverse polynomial to the polynomial f. A
polynomial g belongs to a ring of truncated
polynomials R = Z[x]/(xN —1) with the
distribution of coefficients with the parameter d..
This means that the polynomial g contains d.
coefficients equal to 1, d; -1 coefficients equal to
-1 and all other coefficients equal to 0. Using
polynomial f coefficients, polynomials f, =
f(mod p) and f, = f(mod q) are constructed.

The obtained polynomials have inverse
polynomials in the ring of truncated polynomials
Ry, = Zp[x]/(x" = 1) and R, = Zg[x]/(x" —
1). As for polynomials obtained by reducing a
polynomial modulo p and g, they do not have
inverse polynomials in the ring of truncated
polynomials R, = Z,[x]/(x" —1) and R, =
Zglx]/(xN = 1).

The public key is calculated according to the
rule: 2 = pf; ! ® g(mod q). It should be noted
that the polynomial 4 and the numbers p and g are
open parameters, and the polynomial f and fq‘1
are secret. To encrypt messages a polynomial r,
that has a distribution of coefficients ds in the ring
of truncated polynomials R = Z[x]/(x" — 1),
and a public key 4 are randomly selected. This
means that the polynomial 4 contains ds



coefficients equal to 1, ds -1 coefficients equal to
-1 and all other coefficients equal to 0.

The message m is encrypted as follows: ¢ =
r @ h+ m(mod q).

The message is decrypted in two stages.

First, calculate the polynomial p with integer

coefficients from the interval (_7"%) by the

formula: a = f @ c(modq). Then calculate
1 ®a.

The specified encryption algorithm has a
disadvantage, which is associated with the
appearance of parameters that contribute to errors.
Therefore, it is necessary to include control bits
for each message block. The cause of such errors
is incorrect message centering. It is possible to get
rid of it by calculating a polynomial a = f ®
c(mod q) with integer coefficients in the interval

(_Tq + x,% + x) for a small value of negative or

positive X. If this algorithm does not work, then
the encryption procedure is repeatable.

From the decryption procedure, it can be
concluded that the NTRU cryptosystem is
probabilistic, so the plaintext is not always
restored correctly from the encrypted text. The
correct choice of polynomials f, g, r allows to
reduce the probability of such an error to .

4. Means to increase the stability of
the NTRU algorithm and its speed

Given the advantages and disadvantages of the
NTRU Encrypt algorithm and the existing
specific attacks [8-10],]it is possible to increase
the stability of the algorithm by applying not
uniform but normal distribution law when
encrypting a message, namely when choosing
polynomial r coefficients.

To determine the coefficients of the
polynomial r, it is proposed to use a random
number generator and the density of the normal
distribution with predetermined mathematical
expectations and standard deviation. The standard
deviation in this algorithm is the value of safety
level control and is a decisive factor. This is due
to the fact that the stability of algorithms on
algebraic lattices is based on the solution of the
SPV problem (the problem of finding a short
lattice vector) [11]. The specified value of the
parameter should be chosen under the
requirements of the stability of transformations,
namely the standard deviation should be equal to
the shortest vector of the algebraic lattice. As for

the mathematical expectation, it can be zero. This
point is due to the fact that for successful
cryptanalysis it is necessary to find the lattice

points within the probable radius sv/N, where N is
the degree of the polynomial, the modulus of
which is transformed, s is the Euclidean norm of
the shortest lattice vector. The higher the rate of
the vector, the greater the freedom of action of the
cryptanalyst to carry out attacks. In view of this,
it is proposed to choose the standard deviation
equal to the Euclidean norm of the shortest lattice
vector. It is possible to obtain the shortest lattice
vector among the basis vectors with using the
algorithm proposed in the paper [8]. This
algorithm allows to obtain a basis using the Gram-
Schmidt orthogonalization process [12] with
predetermined restrictions on the lengths of
vectors.

Next, using the obtained value of the standard
deviation and a mathematical expectation equal to
zero a random sequence is formed according to
the following algorithm:

1. a sequence (cn) of random numbers is
generated,;

2. divide the field of real numbers into
intervals according to the following condition:
I, = (—©,—30), I, = (=30,0) I3 = (0,30)

1, = (30, +x);

3. check in what interval the generated
number got ¢;. If ¢; € 11, ¢; € 14, then i - member
of the sequence is equal t0 0. If ¢; € I, , Then i -
member of the sequence is equal to -1. If ¢; € I3,
then i - member of the sequence is equal to 1. This
sequence is the coefficient of the polynomial r,
which is used for encryption.

The sequence proposed by this rule allows to
increase the resistance of the algorithm on the
algebraic lattices of NTRU Encrypt to the attack
described in [12,13].

To find the shortest lattice vector, we use a
one-way function with a trapdoor, which allows
us to find the shortest lattice vector from an array
based on the fast Fourier transform. Next, the
Euclidean norm of this vector is calculated, which
allows to set the density function of the normal
distribution and on the basis of the calculations to
obtain a polynomial r .

It is possible to increase the speed of
algorithms, as mentioned above, by applying a
fast Fourier transform. R = Z[x]/(x™N — 1).

According to formula 2 to determine the
modulus q it is necessary to find such a simple

value of g that corresponds to the condition g —
1=m-27.1t is proposed to apply to



cryptographic transformations that provide a high
level of stability the value of g =3-27 +1 =
769. This parameter gives possibility to apply the
fast Fourier transform algorithm for polynomials
of degree N. In a accordance with Dirichlet’s
theorem on a prime number for a prime number
769 in the field of the class of surpluses there is a
root g of degree 768 of unity. Then w = g3 is a
root g of degree of unity. This fact gives
possibility to apply formula 3 and reduce the
complexity of the calculation.

5. Conclusion

Based on the analysis of the NTRU Encrypt
algorithm, the paper proposes the application of
the normal distribution law to determine the
coefficients of the polynomial by which
encryption is performed. The application of its
parameters, namely mathematical expectation and
heart-square deviation, is determined and
substantiated. The choice of the original root for
the representation of the base vectors of the
algebraic lattice using fast Fourier transform is
substantiated. It allows to reduce the encryption
complexity for a high level of stability of
transformations based on the NTRU Encrypt
algorithm.
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